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attacks on web applications. The proposed method has
been configured with respect to an anomaly based systems
and has used hidden Markov model and fuzzy inference to
solve an anomaly detection problem. Two important tasks
in anomaly diagnosing are modeling and classifying
patterns and decision which if they are done well, better
performance could be observed in anomaly detecting. The
proposed system has two approaches that cause
mentioned tasks to be performed well and consequently,
the accuracy of attack's detection to be increased. The first
system's approach is to use a multiple classifier for
modeling every extracted feature from an HTTP request
such that by fusion obtained outputs from each classifier,
it can neglect error resulting from some classifiers by the
majority's vote. The second approach is to apply soft and
flexible boundary for discriminating normal and abnormal
HTTP requests. In the most previous works, a threshold
value was used to separate them, which had a weakness in
separating requests near the decision boundary. If normal
or abnormal HTTP requests are obviously recognizable to
each other, intrusion-detection system could act with
higher accuracy. In this method, to define a proper
boundary between normal and abnormal patterns, fuzzy
inference has been utilized. According to two
aforementioned approaches, the proposed intrusiondetection system, in addition to having acceptable
detection rate, has the lowest false-positive rate.
Therefore, in section 2, some works and attempts which
have been done in this area will be studied. Section 3 will
discuss methods of decreasing error rate and increasing
accuracy of attack diagnosis on web applications. In
section 4, the proposed system will be described, and it
will be evaluated and tested in section 5. At last, a
conclusion will be stated in section 6.

Abstract—This paper represents a system, which detects
malicious HTTP request and obtains the lowest false-positive
rate with high detection rate. For this purpose, each
extracted feature of a HTTP request is modeled by multiple
hidden Markov models as a classifier ensemble. HMMs
outputs of an ensemble are fused to product a probabilistic
value that showing normalcy of corresponding feature. In
this system, instead of a threshold, a fuzzy inference is
applied to produce a flexible decision boundary. So, fuzzy
sets and rules of decision module are formed manually; next,
output of each HMM ensemble is converted to a fuzzy value
with respect to fuzzy sets. Finally, a fuzzy inference engine
uses these values to produce output that indicates whether
the HTTP request is normal or abnormal. Experiments show
that this approach is flexible and has acceptable accuracy in
detecting requests close to the decision boundary, and falsepositive rate is 0.79%.
Keywords: Hidden Markov model ensemble; Fuzzy
inference; Multiple classifier System; Fusion; Soft boundary;
Detection rate; False positive rate

I.

INTRODUCTION

Today, the internet as one of the best human's
inventions has a great influence on people's daily life and
has been developed in most of the social, scientific and
other aspects. In this regard, there have been some
problems which one of the most important is illegal
access to information. One of those that have been the
most welcomed are web applications, which have been
extended in communication, science, medicine, business
and public services. Web applications are also not
secluded from this problem and even for their structure
are more attacked and have been influenced by illegal
access [2]. Therefore, here, a method is presented for
detecting attacks on web applications.
Intrusion detection is a supervision process on
occurred events in a computer system or network which
its aim is to detect symptoms based on an unauthorized
access. Intrusion-detection systems are divided into two
main signature based and anomaly based categories with
respect to applied methods and techniques. The purpose
of signature based intrusion-detection systems is to detect
attacks that happened in the past; and although, they
perform better than an anomaly based detection systems
according to error rate, they are weak in detecting zeroday attacks, which this disadvantage has been removed in
anomaly based systems. The important aim in this work is
to develop an intrusion-detection system with high
accuracy and the minimum error which by supervising
HTTP requests and detecting an anomaly in them, detects
978-0-7695-4668-1/12 $26.00 © 2012 IEEE
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II.

RELATED WORKS

Valuable activities have been done in the intrusiondetection area. Among these activities using a powerful
modeling tool called hidden Markov model (HMM) is
common. HMM is proper for modeling normal behaviors
and based on that it can recognize noises and abnormal
behaviors. This tool has been applied in other activities,
like diagnosing movement and also speech. Corona and et
al. [5] presented a new framework in which sent queries to
web applications users are analyzed by HMM and has a
special concern to noise existence in training data. Yung
zhong Li [6] used a fuzzy approach for HMM in which
the system is flexibly able to adapt with patterns change;
thereafter, it has been improved in recognizing new
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attacks. In order to recognize anomaliess in system calling
of system programs, Dau Xuan Hoanng [10] defined a
fuzzy schematic for intrusion-detectionn system in which
fuzzy logic is used instead of using crisp and classic
conditions. Ajith Abraham et al. [13] applied soft
computing techniques, specifically fuzzyy logic and neural
network to construct a powerful and flexible intrusiondetection system. This system is baased on multiple
modeling with various measurements. And finally uses
fuzzy logic for final decision makingg. C. Kruegel [9]
introduced a multi model frameworkk for diagnosing
attacks on web applications that analyzee received queries
for both location and time properties. Among different
models represented there HMM show
wed better results.
Estevez Tapiador [11] presented a method
m
based on
supervision on received HTTP requestss which through a
Markov model, including a set of staates and transition
between them tries to diagnose attacks on
o web servers and
decides about normality or being attaack of a demand
according to HTTP protocol characteristtics.
III.

Multiple classifier systemss (MCS) have been vastly
applied in pattern recognition problems in a way that in
contrast to single classifier systems
s
have shown much
precision. Reasons can be obbserved in [3, 4]. A MCS
could be a classifier ensembble, a combined classifier
system, a multiple expert sysstem and, etc. Although, a
classifier ensemble is of highher accuracy in classifying
than one classifier, it has too be mentioned that this
accuracy increase leads to
t
increase in system's
complexity. Thereupon, it shhould trade off complexity
against the accuracy increasse in order to obtain an
adequate accurate and few coomplex systems. Generally
speaking, an MCS extracts deecisions by a set of distinct
classifiers and by combining them, reaches to a more
accuracy classifier. At least, for one of the following
reasons, an ensemble of classifiers is used instead of one
classifier
[12]:
Compputational,
Statistical,
Representational.

IMPROVEMENT DETECTIO
ON ACCURACY

As it was mentioned, the main goal in this work is to
decrease error rate. Error could consist of
o an attack which
intrusion-detection system recognizes itt as normal HTTP
requests (false negative) or normal HTT
TP requests which
the system labels them as an attack (falsee positive). Before
discussing the way of increasing access diagnosis system'
accuracy, two related subject with erroor and accuracy in
diagnosing have to be noted. In intrusion-detection
i
system, one HMM is usually trained for every HTTP
request or every extracted feature from
m that and just that
model is used for classifying HTTP requests.
r
It causes
that considered result to be influencedd by that model's
error. These errors might be generrated because of
improper training data set or using inapppropriate training
algorithms or improper configuration of HMM.
The issue is to apply a threshold valuue as the boundary
between normal and abnormal HTTP request.
r
Threshold
value is obtained in training phase and by trial and error
and doesn't act well for HTTP requestts near classifying
boundary and leads to increase the systtem error. As it is
seen in figure 1, points of two norm
mal and abnormal
classes specified with dot and cross, respectively, are
separated from each other by a line which
w
this line is
called decision boundary.
Those points which have located near the decision
boundary in an area named grey area, arre main candidates
for errors, such that the smallest change in normal patterns
results in increasing the false-positive rate.
r
This situation
is of high risk because the number of wrong
w
alerts might
increase by heavy traffic of HTTP requuests. On the other
hand, Fake attack existing near this boundary
b
may be
recognized as normal HTTP requests.
In following, two utilized techniquees in this work are
expressed, that increase accuracy and decrease
d
detection
errors in HTTP requests, which are multiple
m
classifier
systems and soft boundary.

Figure1. classifying two norm
mal and abnormal patterns.
Points near the decision bounndary locating in an area
between two dash lines (grayy) are main candidates of
detection errors.

According to figure 2, herre, multiple HMM is used
and input ୧ is sent to eacch of HMMs inside this
ensemble.  ܪൌ ሼܯܯܪ ሽ is coomposed of n HMM which
every ܯܯܪ produces output ܵ . Then, with combining
c
final output ܵ is
outputs of every HMM by a classifier,
produced.

Figure2. MCS pattern. Input ୧ is sent to every HMM, and
their output is converted by a combiner to a considered
output.

Two common combining strategies are fusion and
selection which fusion approacch applied in this paper will
be explained.
Fusion: in this method, itt was supposed that every
ensemble's member has knoowledge about the whole

A. Multiple classifier systems
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the built system is evaluated with respect to test data set,
which includes normal and abnormal HTTP requests. This
system uses hidden Markov models to model a sequence
of attributes and given value to them, which are received
by web application. For ever web application in this
system, a module is built, which consists of multiple
HMM ensembles. Every HMM is trained for modeling
each extracted feature from HTTP requests. Probable
value resulted from HMMs is combined in an HMM
ensemble and final considered output is obtained. Then,
with fuzzifying the output of each HMM ensemble,
inference and decision-making process becomes ready to
be performed. In the inference process, by applying fuzzy
sets and rules, which are generated according to web
application, inference engine specifies normal and
abnormal HTTP requests. In following, the proposed
system is defined thoroughly.

feature's space. Outputs of every classifier in an ensemble
are fused to produce an output. There are lots of fusion
functions which each of them has some supporters and
opponents. Here, the maximum, the minimum, the
average and geometric average rules are shown:
Maximum rule: ܵ כൌ ݉ܽݔሼܵ ሽ
Minimum rule:

ܵכ

(1)

ൌ ݉݅݊ሼܵ ሽ

Average rule: ܵ כൌ

ଵ
ே

(2)

σே
ୀଵ ܵ

Geometric average rule: ܵ כൌ ൣςே
ୀଵ ݏ ൧

(3)
భ
ಿ

(4)

These static rules have been so effective in pattern
recognition even of their simplicity. Although
combination rules with training methods give better
results, for following reasons, static rules are used: speed
of static rules in computations and building complexity of
a “trained” combiner [20]. In this work, the maximum rule
was used.

A. Feature extraction and feature’s security value
Here, it is focused on two important features of HTTP
requests, which are:
1. Attributes sequence
2. Given value to each attribute
In this text, HMM is utilized as a modeling tool which
its responsibility is to model extracted properties from
every HTTP request. It is assumed that there exists a
query, like name=Mohammad&userID=21718. Then this
query has the attributes' sequence <name,userID> that has
to be analyzed by hidden Markov model. As well, to
assess the value of each of these attributes should be sent
to hidden Markov model. For better understanding, a brief
description is given for applied data model.
Data model: The proposed system' input is set of
received uniform resource identifiers (URIs) by a web
server which hosts considered web application, which
they could be presented as U={ܷଵ ,ܷଶ ǡ ǥ ǡ ܷ }. A URI,
like ୧ includes corresponding path to considered source
(݄ݐܽ ), selected path to an informative component
ሺ݂݅݊ ሻ and a query sequence (ଶ ). Among mentioned
sections, query sequence is more affected by attacks.
Figure 4 shows a HTTP request, which is in the log of a
web server. According to figure 4, query sequence is after
"?" which contains an ordered list of "attribute" and
"value" pairs that are separated by "&". This list consists
of the sent parameters to considered web applications.
Consequently, it is possible to show the query as
q={(ܽଵ ǡ ݒଵ ),(ܽଶ ǡ ݒଶ ),…,(ܽ ǡ ݒ ሻሽǡ in which ܽ  אA and A
is the set of all attributed related to considered web
application and ୧ is a string value. Another important
issue is that each query consists of a set of parameters
with a special order, that is ܵ ൌ ሼܽ ǡ ǥ ǡ ܽ ሽ. On the other
hand, every application, also, accepts specific queries.
HTTP requests shown in figure 4 has a subset of
attributes that are located with a specified order in the
query: {ܽଵ ǡ ܽଶ }. If you look up to web application, it is
seen that every web application has a specified number of
HTTP requests. Also, every HTTP request consists of
attributes with a specific number and order, which each
one of them has its own specific security value. For
instance, in the above query, the attribute userID is of

B. Soft boundary
One of the most important roles of anomaly detection
is to determine between a normal and abnormal behavior
of supervised objects. If this boundary is defined well,
intrusion-detection system performs better in detecting
attacks. But because of existing overlap between the
normal and abnormal behaviors system wronged. This
boundary is dividable into two hard and soft boundaries.
Hard boundary is described as crisp classic conditions that
an example of that is threshold value. In the contrary, soft
boundary can be represented by fuzzy rules and sets. One
of the techniques of soft computing in anomaly diagnosis
is fuzzy logic that was discussed in [10]. Anomaly
detection based on a soft boundary, or specifically on
fuzzy sets and rules leads to better results for following
reasons:
a.
Since normality or abnormality is not an absolute
concept, the definition of a hard boundary causes a sharp
distinct between normality and abnormality. Hence, it is
natural that it has to use fussy sets to define soft
boundaries [15, 16]. In fuzzy logic, the degree of
normality and also the degree of abnormality are
determined by normalcy and abnormalcy, respectively.
b.
Anomaly detection system based on fuzzy
inference could combine received inputs from multiple
sources which it leads to detection efficiency
improvement [15].
IV.

THE PROPOSED INTRUSION-DETECTION
SYSTEM

A scheme of one the system's module is shown in
figure 3. Generally, anomaly detection systems based
machine learning algorithms are developed in two
learning and testing (operational) phases and here is not
out of this rule. In learning phase, system's models and
modules are configured with respect to training data,
which includes normal HTTP requests. In testing phase,
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many HMMs and a priori knowledge is used to model
matrixes structure that may need a lot of efforts and time.
Combining HMM's output: there are determined solutions
to combine HMM's outputs inside a set.
For a supposed input sequence S, the output of HMM
i, ୧ , which is expressed as:

more security value than the attribute name. However, it
depends on web application.

P(s|mi) = P(mi|s) P(s) / p(mi)
For all models, the same priori probability is used:

Figure4. HTTP request structure. Each HTTP request consists of a
path, and a query and ever query contains parameters, which appear
as a list of pairs of attribute and value in it.

(5)

(6)
P(୧ ) = c ,  i [ א1,k]
Where k is the total number of HMMs inside an
ensemble. It is obviously seen when the maximum
combination rule is used, that is:

Each of these attributes plays their role in the decisionmaking process according to their value. This value is
determined according to considered web application. At
the end, extracted attributes from HTTP requests have to
be presented more simply to modeling module. For this
purpose, it has to be discriminate between alphabeticnumeric characters and non alphabetic-numeric
characters. Here, all alphabetic characters change to “A”
and all numeric characters change to “N,” and others
remain the same as before. As an example, previous query
is converted into name=AAAAAAAA&userID=NNNNN
which it is done in preprocessor module.

Output = max { P(s|mi) } , i [ א1,k]

(7)

Where, the proper output with ݅  אሾͳǡ ݇ሿ is max {p(୧ |s)}
(p(s) is constant). Therefore, by the maximum rule, it
could select a model that has the best possible description
of analyzed sequences to calculate the sequence
probability. In fact, this is the main reason of using HMM
ensemble. In another word, to model much well, the
whole set of training sequences, diversity of multiple
HMM is utilized.

B. Modeling module
A module is built for every application on the web
server. This module includes modeling and decision
modules. In modeling modules, for every attribute that
could be modeled, a HMM ensemble is used which every
HMM in this ensemble is trained for modeling the
corresponding feature in learning phase. Then the output
of each of these HMMs is converted to the output that is
the final result of HMM ensemble by a combination
technique, like fusion. Moreover, it should be noted that
multiple classifier techniques are complex and expensive
and according to the value of every attribute, the
complexity of its corresponding HMM has to be
controlled. As an illustration, the number of HMMs which
are in the ensemble related to the value of attribute userID
is more than the number of HMMs of the ensemble
related to the value of attribute name.
Building HMM ensemble: Here, two problems of
three problems are studied: one of them is learning
problem (during learning phase), and the other is the
evaluation problem. Baum-Welch algorithm [8] is used
for training HMM. HMM efficiency depends on
parameters, such as the number of states, initial state,
symbols distribution matrix and states transition matrix.
Since the optimum evaluation of HMM's parameters is an
art instead of knowledge, an HMM ensemble is used to
compensate this lack of knowledge. An ensemble of a
number of equal states is applied for every HMM in a set.
This number is equal to the average of training sequence's
length (using round operation toward larger integer). The
length of a sequence is determined by the number of
different symbols. For example, in sequence {a,b,c,b,c},
three different symbols are seen that is a, b, c. So then,
states correspond to elements in the analyzed sequence.
Both state transition matrix and symbols distribution
matrix are initialized randomly. The built system contains

C. Decision module
Decision module's inputs are the outputs of applied
HMM ensembles. Each output is the probability value that
determines the normality of HTTP request with respect to
its attributes. This module infers the output by applying
fuzzy rules, that shows normality or abnormality of HTTP
request. Figure 3 shows this module which has three steps
of fuzzification, inference and defuzzification. In
following, this module is described.
D. Building fuzzy sets
Fuzzy sets are built based on web application and
unscientifically and with respect to observations. Each
extracted attribute from HTTP requests has its own fuzzy
sets according to its security value. For example, there is a
HTTP
request
as
display.aspx?name=mohamamd&userID=2345.
Three
properties are observed in this request, which consist of
attributes sequence {name, userID}, attributes value of
userID and name whose their security values decrease,
respectively. Each of them has its own specific value and
should be modeled. For instance, the value of attribute's
sequence is more than the attribute's value of userID.
There are four fuzzy sets for the feature of attribute's
sequence that are very low, low, high and very high
showing the probability resulted from HMM ensemble of
attribute's sequence. For the feature of attribute's value of
userID, there exist three sets low, medium and high,
which show resulted probability from HMM ensemble for
attribute's value of userID. Figure 5 is the graphically of
membership functions of fuzzy sets corresponding
mentioned properties. Hence, other fuzzy sets are built
with respect to their security value.
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have been used, which four of them are for registration
operation and logging into the system and the others
present general services, like show, search and, etc. These
applications are hosted in a server with Intel Core i7
microprocessor, 6 GB main memory, 6 MB cash memory,
Windows server 2008 and IIS version 6. Required queries
set is collected from the event register table of considered
server. This set contains 80000 normal HTTP requests,
which are collected from students of three universities in a
one-month period. About forty percent of these requests
are due to the first four applications, and the others are
due to other applications. The proposed intrusiondetection system has a module for every application, and
each module has multiple HMM ensembles according to
extracted properties from HTTP requests to considered
application, and each HMM ensemble has a specific
number of HMM due to the security value of extracted
feature. For example, for application display.aspx, a
module named display is made. This module has three
HMM ensembles, which are related to features of
attributes sequence, value of attribute name and value of
attribute userID. Corresponding HMM ensemble to value
of attribute userID and name has eight and four HMM,
Respectively. For simplicity, the number of HMMs' state
in an ensemble is considered the same. Training data set is
divided into five parts and every HMM is trained by one
of those parts and is evaluated by other parts. To evaluate
the proposed system, abnormal attack HTTP requests are
needed. To collect the set of abnormal HTTP requests,
from those attacks and published destructive codes in
[19], 15 XSS attacks, 15 Code Injection attacks and 15
SQL Injection attacks were selected and along with 500,
normal HTTP requests constitute an experimental set.
Without noting that which algorithm has been used in an
intrusion-detection system, it is possible to model it as a
black box which receives an object from a specific source
and determines whether an attack has occurred. That
object's source could be a network or whatever else. The
first important issue in assessing an intrusion-detection
system is that how many of these objects were labeled
correctly and how many incorrectly. Formally, attacks are
usually recognized as positive class and normal objects as
negative class. Consequently, four important definitions
can be taken into considerations as criteria for evaluation
of an intrusion-detection system:

Figure5. Graph of membership functions of fuzzy sets. Figure
A represents three fuzzy sets for the feature of attribute's value
userID and figure B represents four fuzzy sets for the feature of
attribute's order. Axis P states the output probability of an HMM
ensemble.

E. Building fuzzy rules
Every web application has its own fuzzy rules that
these rules are made based on extracted properties and
their security value. For instance, in the example
mentioned in last section, for an HTTP request, if a proper
probability is obtained for userID and name, but the
obtained probability for attributes sequence is improper,
HTTP requests is abnormal. Alternatively, if obtained
probability for attributes sequence and userID is enough
and obtained probability for name is improper, HTTP
requests is labeled as normal. So then, according to these
assumptions, required rules are built. As an example:
•
IF attrSeq IS low THEN URI IS abnormal.
• IF attrSeq IS high AND userID IS medium AND
name IS low THEN URI IS normal.
F. Inference process
In fuzzification process, probable classic values of
inputs are converted to fuzzy values, which are usually
fuzzy set. Two important tasks done in this process are to
convert probable classic values to fuzzy values in the form
of fuzzy sets and to apply membership functions for
computing truth degree of each adapted fuzzy set. In
defuzzification process, fuzzy values are converted to real
values that can be either of normal or abnormal values.
There are many defuzzifier techniques, such as maximum
defuzzifier, gravity center defuzzifier and centers average
defuzzifier. In this paper, a maximum defuzzifier was
used. In fuzzy inference step, created fuzzy rules locate in
fuzzy rules base, are applied on pre-evaluated inputs to
produce output. Therefore, after evaluating each
introduction, it is combined by AND and OR and the
minimum degree and the maximum degree are considered
as the evaluation of antecedent part.
V.

1)
True positive: It consists of an attack that was
detected correctly by an intrusion-detection system. In
fact, it is a sample of positive class, which was labeled
correctly.
2)
False positive: It consists of a normal object that
was recognized incorrectly as an attack by the system.
3)
True negative: a normal object which was
labeled correctly and was classified in negative class.
4)
False negative: an attack which has not been
detected by the system and was classified into negative
class, so it was incorrectly labeled.
Due to these definitions, in order to assess the

EXPERIMENTS AND EVALUATION OF THE
PROPOSED SYSTEM

To evaluate the proposed system, twelve applications
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effectiveness of the proposed system it can use following
evaluation expressions:
•

False positive rate=
୬୳୫ୠୣ୰୭୬ୣୟ୲୧୴ୣ୭ୠ୨ୣୡ୲ୱ୵୦୧ୡ୦୦ୟ୴ୣୠୣୣ୬୧୬ୡ୭୰୰ୣୡ୲୪୷୪ୟୠୣ୪ୣୢ
୲୭୲ୟ୪୬୳୫ୠୣ୰୭୭ୠ୨ୣୡ୲ୱ୧୬୬ୣୟ୲୧୴ୣୡ୪ୟୱୱ

•
•

Detection rate=1- false negative rate
False negative rate=
୬୳୫ୠୣ୰୭୮୭ୱ୧୲୧୴ୣ୭ୠ୨ୣୡ୲ୱ୵୦୧ୡ୦୦ୟ୴ୣୠୣୣ୬୧୬ୡ୭୰୰ୣୡ୲୪୷୪ୟୠୣ୪ୣୢ
୲୭୲ୟ୪୬୳୫ୠୣ୰୭୭ୠ୨ୣୡ୲ୱ୧୬୮୭ୱ୧୲୧୴ୣୡ୪ୟୱୱ

Therefore, first, detection rate is evaluated and later,
false-positive rate with having the maximum detection
rate is evaluated. The results of this evaluation are in
figure 6 and table 1. At last, various decision modules
with fuzzy rules and sets are evaluated, which its results
are in table 2.
To evaluate detection rate of two systems, one with an
HMM and the other with an HMM ensemble are tested for
each feature of the modeling module. According to figure
6, due to the maximum threshold, the system with HMM
ensemble, with detecting 44 out of 45 attacks has better
ROC than a system with one HMM with 39 attacks
detection. But, between 500 normal HTTP requests, seven
requests in the first system and 10 requests in the second
system were incorrectly recognized as attacks. Hence, for
the maximum threshold, although detection rate was so
suitable, false-positive rates of both systems were
inappropriate and cause systems' accuracy to be
decreased.
However, along with increasing the number of HMMs
inside an HMM ensemble, it could reach to a better curve
which is obviously seen in [5]. Represented data in table 1
show the evaluation results of two systems, one with
fuzzy decision module and the other with classic decision
module (threshold) that HMM ensembles were used in
both. Both systems were configured in a way that they
have the maximum detection rates. It means that in the
system with classic decision module, the most rigorous
threshold was selected. The training set consists of 505
normal demands and five abnormal requests. The system
with fuzzy decision module recognized correctly five
attacks and just labeled incorrectly four normal requests
as attacks. But another system with recognizing all
attacks, diagnosed 16 normal requests incorrectly. So,
false-positive rate of the system applying a fuzzy decision
module is less than the system with classic decision
module. Nevertheless, it should note that if fuzzy rules
and sets are not well-defined and selected, they may have
much weaker results. Finally, the proposed system with
different fuzzy decision modules is evaluated so that
various fuzzy sets and rules were used in each module.
For this, intrusion-detection system has been limited to
login application. With respect to table 2, fuzzy sets and
rules of the decision module for login application became
more complete and more precise, respectively.

Figure6. RUC curves for two systems, one with one HMM and
another with multiple HMMs in each ensemble. In both systems,
decision module of threshold was applied. Black dots which are across
from each other on both curves show different threshold, which by the
continuous changes of threshold, attack detection rate of system
increases and as a result, false-positive rate increases too. For the
maximum threshold amount, the system with HMM ensemble by
detecting 44 out of 45 attacks has better ROC than that one with 39
recognized attacks. But because of high false-positive rate in both
systems, inappropriate diagnosis accuracy was resulted.

Table1. Comparing two systems with different decision modules. In
the first column, the system with classic decision module (threshold)
was evaluated for detection rate and false-positive rate and in the
second column, the system with fuzzy decision module, 550 test
HTTP requests were considered for evaluating two systems, which
consist of 45 attack requests. As it is observed, the system with
fuzzy decision module with the minimum false-positive rate and the
maximum detection rate has better results.

IDS
Number of detection
attacks
Number of Normal
requests, known attack
Detection rate
False-positive rate

With classic
decision
module
45

With fuzzy
decision
module
45

16

4

100%
3.16%

100%
0.79%

Table2. Evaluation results of the proposed system with different
fuzzy sets and rules in each decision module. All four systems were
evaluated with 550 HTTP requests consisting of 45 attacks. The fist
system in the first row with detecting 38 attacks correctly and 61
attacks incorrectly have the worst result and the system in the fourth
row with detecting 44 attacks correctly and 10 attacks incorrectly
have the best result. It is obvious that with increasing precision of
fuzzy sets and rules, false-positive rate decreased considerably, and
more abnormal demands were detected.

Login’s decision
module
Fuzzy
Rule
9
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Detection
rate

False-positive
rate

5

84.5%

12%

Fuzzy
Set

13

8

93.4%

6.5%

18

11

95.6%

3.4%

26

16

97.8%

1.9%
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However, this evolution is impossible without the
complexity increase in decision module, fuzzy sets and
rules. The result of this complexity is decreasing system's
speed and more usage of sources.
VI.

CONCLUSION AND FUTURE WORKS

In this paper, an intrusion-detection system was
introduced to detect malicious attacks on web applications
that instead of using one HMM, multiple HMMs were
used as an HMM ensemble to apply MCS technique for
modeling extracted properties from sent queries to a web
server, such that by fusing resulted outputs from an
ensemble's HMMs, more accuracy to be obtained in
modeling and evaluating the normality of those properties.
On the other hand, this system has reached to the lowest
false-positive rate by generating fuzzy sets and rules and
applying fuzzy inference to decide about normality or
being attack of one HTTP request instead of using a
threshold. Thereafter, resulted output from each HMM
ensemble having its own specific value are converted into
fuzzy values. Then, inference engine determines
normality or being attack of that HTTP request by
receiving those fuzzy amounts and using fuzzy sets and
rules generated manually. Applying these approaches
leads to proper function for the proposed system in
detecting new attacks. Furthermore, it behaves more
flexibly with normal requests near the decision boundary
and decreases false-positive rate to an acceptable level.
During performing experiments in this work, the proposed
with acceptable false-positive rate, 0.79% and detecting
all available attacks on the training set has improved
rather than an intrusion-detection system which has used
the threshold for deciding (with false-positive rate
3.16%).
For future work, it can configure a decision module
such as that fuzzy sets and rules to be affected by system
function and to reach better results by auto or semi auto
reorganizing them. As a matter of fact, create a learnable
decision module.
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